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The  Honorable  Les  Aspin 
The  Secretary  of  Defense 

Dear  Mr.  Secretary: 

In  a  1987  report,  ‘  we  identified  various  problems  and  made 
recommendations  associated  with  the  Department  of  Defense’s  (dod) 
efforts  to  achieve  command,  control,  and  communications  (C3)  systems 
interoperability — ^the  ability  of  systems,  units,  or  forces  to  exchange 
services,  enabling  them  to  operate  effectively  together.  DOD  concurred 
with  our  recommendations  regarding  certification,  waiver,  and  funding 
matters  and  stated  that  it  needed  to  improve  interoperability  in  certain 
areas  and  had  established  mechanisms  to  do  so. 

This  letter  discusses  dod's  efforts  to  overcome  persisting  interoperability 
problems.  Our  focus  was  on  system  (equipment)  and  operation^ 
(doctrine,  tactics,  procedures,  and  training)  interoperability  associated 
with  command,  control,  comn'iunications,  computers,  and  intelligence 

(C4I). 


DOD  defines  command  and  control  as  the  exercise  of  authority  and 
direction  by  a  properly  designated  commander  over  assigned  forces  in  the 
accomplishment  of  a  mission.  Communications  is  a  method  or  means  of 
conveying  information  of  any  kind  from  one  person  or  place  to  another. 
Intelligence  is  the  product  of  collecting,  analyzii\g,  and  interpreting 
information  concerning  foreign  countries  or  areas.  Collectively,  these 
functions  are  referred  to  as  command,  control,  communications,  and 
intelligence  (cai);  however,  the  recognition  of  extensive  computer  use  has 
made  the  term  C4i  more  widely  used  within  dod. 

The  rrUlitaiy  services  have  had  a  history  of  interoperability  problems 
during  Joint  operations — a  military  action  or  mission  by  two  or  more 
services  that  are  under  the  control  of  a  single  commander.  The  primary 
reason  was  that  the  services  have  tended  to  develop  their  own  oti  systems 
Independent  of  one  another  without  consideration  for  Joint  requirements. 
Congressiorud  committees  have  had  a  continuing  interest,  dating  back  to 
the  Vietnam  conflict,  in  seeing  dod  make  interoperability  improvements. 


'InteroperabtUty:  DOD't  Effortt  to  Achieve  Interoperability  Amoim  C3  Systems  (GAO/NSIAD.S7-124, 
Apr.  ?7, 1887) 
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Results  in  Brief 


Although  DOD  has  worked  over  the  years  to  achieve  greater 
interoperability,  it  continued  to  experience  interoperability  problems 
during  the  most  recent  m^or  joint  miUtaiy  operations — ^the  Persian  Gulf 
War  in  1991. 

DOD  is  cvirrently  emphasizing  Joint  military  operations  based  on 
expectations  that  future  threats  will  more  likely  be  encountered  on  a 
regional  basis,  rather  than  a  global  basis,  requiring  a  mix  of  land,  sea,  and 
air  forces.  This  emphas^  takes  into  consideration  the  (1)  changes  in  the 
strategic  environment  relative  to  the  former  Soviet  Union, 

(2)  unpredictable  nature  and  location  of  hihire  conflicts,  and  (3)  likelihood 
that  forces  may  have  to  be  promptly  and  precisely  employed  with  little 
preparation  time. 

In  1992,  the  Chairman  of  the  Joint  Chiefs  of  Staff  stated  that  the  (1)  need 
for  interoperability  among  services  and  nations  is  well  known  and  a 
generally  accepted  premise,  (2)  downsizing  of  military  forces  and 
shrinking  defense  budgets  have  resulted  in  increased  reliance  on  C4i 
interoperability,  and  (3)  time  is  ripe  to  set  a  course  to  resolve  C4i 
interoperability  issues.  Accordin^y,  he  announced  a  new  initiative  called 
“C4i  for  the  Warrior,"  which  is  an  effort  to  achieve  global  C4i  joint 
interoperability.  Ihis  initiative  was  based,  in  part,  on  his  belief  that  C4i 
initiatives  by  the  services  were  not  unified  because  no  common  global 
vision  existed  to  guide  the  future  direction  of  C4i  in  support  of  the  warrior 
during  joint  and  combined  operations.^ 


DOD  has  been  confronted  with  interoperability  problems  for  at  least 
25  years,  and  achieving  effective  C4i  interoperability  continues  to  be  a 
difBcult  matter  for  dod  to  resolve.  Although  dod  placed  special  emphasis 
on  addressing  interoperability  nearly  a  decade  ago  and  h^  made  some 
improvements,  several  recent  dod  reports  have  identified  C4i 
interoperability  as  a  continuing  concern. 

Interoperability  problems  persisted  to  a  point  where  dod  renewed  its 
emphasis  In  1992  to  better  ensure  interoperability  success,  dod  issued 
more  assertive  interoperability  policy  gviidance  and  strengthened  some 
procedures  associated  with  reviewing  system  requirements  and  making 
acquisition  decisions.  However,  dod’s  new  C4i  for  the  Warrior  irdtiative 
faces  several  obstacles,  including  a  prolonged  schedule  for  achieving 


*Coinblned  operations  Involve  foices  of  two  or  more  allied  nations. 
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interoperability  that  extends  into  the  next  century.  The  initiative  also 
involves  unknown  costs  and  relies  on  presently  unavailable  technology. 

dod’s  success  in  achieving  interoperability  will  be  highly  dependent  on  the 
availability  of  a  comprehensive,  integrated,  and  usehil  Joint  C4i 
architectiire.  Also,  success  may  depend  on  whether  mechanisms  are 
established  for  effective  enforcement  at  the  highest  dod  levels,  including  a 
Joint  program  management  office  with  directive  authority  and  funding 
controls.  Finally,  interoperability  effectiveness  could  be  strengthened  by 
assigning  primary  responsibility  to  the  U.S.  Atlantic  Command  for 
(1)  assessing  C4i  requirements  for  the  potential  effect  on  Joint  task  force 
operations,  (2)  providing  guidance  to  the  Defense  Information  Systems 
Agency  on  the  development  of  a  Joint  C4i  architecture,  and  (3)  ensuiiirg 
continuous  C4i  interoperability  assessments  through  joint  training 
exercises. 


Interoperability 
Problems  Have 
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In  1984  and  1985,  dod  placed  a  special  emphasis  on  interoperability  by 
issuing  directives  that  (1)  requir^  the  development  and  maintenance  of  a 
Joint  tactical  C3  architecture  and  (2)  revised  policy  and  assigned 
responsibility  for  architecture  implementation,  dod  published  the  Joint 
architecture  from  1988  to  1992  as  a  basis  for  achieving  compatibility  and 
interoperability  in  joint  and  combined  military  operations,  taking  about 
8  years  to  complete  the  project  This  architecture  has  not  been 
well-accepted  within  dod  as  a  planning  document  Nevertheless,  it  did 
identify  numerous  system  and  operational  interoperability  deficiencies, 
impediments,  or  concerns  that  could  prevent  effective  Joint  military 
operations. 

Recent  reports  by  the  Joint  Staff  and  dod  have  disclosed  the  need  for 
interoperability  improvements.  For  example,  a  1991  report,^  which  was 
issued  by  a  panel  formed  by  the  Chairman  of  the  Joint  Chiefs  of  Staff  to 
review  dod’s  command  and  control  functions  and  processes,  discussed 
several  problems  associated  with  both  system  and  operadoiral 
interoperability. 

In  its  1992  report  to  the  Congress  on  the  Persian  Gulf  War,^  dod  described 
the  challenge  in  establishing  a  coherent,  interoperable  network  consisting 
of  three  generations  of  tactical  communications  systems.  It  stated  that  a 


’Command  and  Control  Functional  Analyrti  and  ConaoUdatlon  Review  Panel  Report,  Oct  30, 1991. 
’Conduct  of  the  Peratan  Gulf  War,  Apr.  1992. 
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New  Initiative  to 
Achieve 

Interoperability  Faces 
Obstacles 


comprehensive  joint  architecture  to  help  resolve  interoperability  Issues 
was  needed. 

Also  in  1992,  a  team  organized  by  the  Joint  Staff  reviewed  interoperability 
aspects  of  command  and  control  systems  at  the  unified  and  specified 
commands,  with  an  emphasis  on  how  these  conunands  would  interface 
with  joint  task  forces.  The  team  reported®  that  interoperability  was  more  a 
matter  of  chance  than  deliberate  planning  and  that  the  conunands  were 
using  fimds  to  satisfy  immediate  needs  without  considering  DOD-wide 
interoperability  issues. 

See  t^)pendlx  I  for  details. 


The  C41  for  the  Warrior  initiative  is  intended  to  guide  the  services  toward  a 
global  system  to  satisfy  total  information  requirements  when  the  services 
fight  as  a  team  with  a  common  mission.  The  concept  is  to  give  battlefield 
commanders  access  to  all  information  that  is  needed  to  win  in  war  and 
provide  the  information  when,  where,  and  how  the  commanders  want  it. 
However,  the  new  initiative  faces  several  obstacles,  and  It  will  not  be 
achieved  soon  or  easily. 

First,  the  tentative  schedule  shows  a  prolonged  phased  process  for 
achieving  interoperability  that  wiU  extend  at  least  10  years  into  the  next 
century.  The  concept  assumes  that  the  services  cannot  afford  to  discard 
their  existing  systems;  thus,  these  systems  will  coexist  .with  new  systems 
while  being  phased  out  over  a  long  period  of  time. 

Second,  the  costs  associated  with  the  irUtiative  are  crurently  unknown, 
and  some  of  the  necessary  technology  is  not  available.  According  to  dod 
representatives,  (1)  a  lot  of  economic  analyses  has  to  be  done  to 
implement  the  entire  concept,  (2)  the  competition  for  funds  under 
increasing  budget  reductions  may  hamper  interservice  cooperation,  and 
(3)  certain  technology  that  is  ultimately  needed  does  not  currently  exist. 

Third,  success  will  be  highly  dependent  on  developing  a  comprehensive, 
integrated,  and  usefiil  joint  C4i  architecture.  An  architecture  is  intended  to 
establish  the  logical  link  between  operational  requirements  and  system 
development.  However,  based  on  dod’s  previous  lengthy  record  in 
developing  the  joint  tactical  C3  architecture  and  the  lack  of  user 


*C41  For  The  Warrior  ImeroperabUlty  Tiger  Team  Final  Report,  May  26, 1992. 
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acceptance,  developing  such  an  architecture  could  present  dod  with  an 
arduous  task. 

Finally,  effective  enforcement  of  interoperability  is  an  issue,  based  on 
recent  dod  reports,  and  appears  to  be  essential.  It  could  also  be  a 
contentious  issue,  considering  that  Joint  program  management  authority 
and  hmding  controls  may  be  involved. 

In  his  February  1993  report  entitled  Report  on  the  Roles,  Missions,  and 
Functions  of  the  Armed  Forces  of  the  United  States,  the  Chairman  of  the 
Joint  Chiefs  of  Staff  recommended  that  the  U.S.  Atlantic  Command 
assume  a  new  mission  as  a  joint  headquarters  for  continental  U.S.-based 
forces  and  be  the  m^or  force  provider  to  other  unified  commands.  The 
Secretary  of  Defense  directed  that  the  recommendation  be  implemented. 
This  action  provides  dod  an  opportunity  to  strengthen  C4i  interoperability 
by  assigning  selected  functional  responsibilities  to  a  single  command  for 
joint  C4I  requirements,  the  joint  C4i  architecture,  and  joint  training 
exercises. 

See  ^pendix  II  for  details. 


Recommendations 


Although  dod’s  renewed  emphasis  on  C4i  Interoperability  is  crucial  to 
achieving  success,  the  actions  taken  thus  far  may  not  be  adequate.  We, 
therefore,  recommend  that  you  and  the  Chairman  of  the  Joint  Chiefs  of 
Staff  take  additional  actions  to  ensure  that 

guidelines  are  established,  including  time-driven  goals,  for  the 
development  of  a  joint  C4i  architecture; 

a  joint  program  management  office  be  established  with  directive  authority 
and  funding  controls  for  C4i  system  acquisitions;  and 
consideration  is  given  to  assigning  the  U.S.  Atlantic  Command  primaiy 
responsibility  for  (1)  assessing  C4i  requirements  for  the  potential  effect  on 
joint  task  force  operations,  (2)  providing  guidance  to  the  Defense 
Information  Systems  Agency  on  the  development  of  a  joint  C4i 
architecture,  and  (3)  ensuring  continuous  C4i  interoperability  assessments 
through  joint  training  exercises. 


Agency  Comments 
and  Our  Evaluation 


DOD  provided  written  conunents  on  this  report  (see  app.  Ill),  stating  that  it 
generally  agreed  with  the  report’s  findings  and  recommendations. 
However,  dod  believed  it  had  taken  adequate  measures  to  deal  with  C4i 
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system  interoperability  and  saw  no  benefit  in  assigiung  additional 
responsibilities  to  the  U.S.  Atlandc  Command.  In  addition,  dod  stated  that 
establishing  joint  program  management  offices  was  unnecessary  because 
it  would  add  layers  of  management  with  little  return  in  solving 
interoperability  problems.  It  also  stated  that  current  funding  controls  are 
best  left  with  the  services  and  agencies  responsible  for  equipping  and 
training  forces,  with  oversight  by  the  Office  of  the  Secretary  of  Defense. 

DOD  stated  that  its  new  policy  and  procedures  published  in  November  1992 
(dod  Directive  4630.5  and  Instruction  4630.8)  have  greatly  enhanced  the 
process  of  how  compatibility,  interoperability,  and  integration 
requirements  for  C4i  systems  are  stated,  coordinated,  validated,  and 
approved,  dod  emphasized  that  under  this  new  guidance  (1)  all  new  and 
modified  C4i  system  needs  and  operational  requirement  documents  must 
be  certified  by  the  Joint  Staff  for  conformance  to  policy  and  doctrine, 
interoperability  requirements,  fimctlonal  architectures,  and  joint  potential 
before  granting  system  production  approval  and  (2)  joint  certification 
testing  is  now  mandatory  for  all  C4i  systems,  dod  stated  that  other  efforts 
are  underway  to  enhance  C4i  interoperability  among  the  services  and 
defense  agencies,  including  the  designation  of  the  Deferrse  Information 
Systems  Agency  as  the  executive  agent  for  all  C4i  standards. 

We  believe  these  initiatives  are  noteworthy  and  recognize  that  a 
reasonable  amount  of  time  is  required  for  new  guidance  to  take  effect. 
However,  we  must  note  that  dod  responded  in  a  similar  manner  to  our 
1987  report  on  interoperability  when  it  stated  that  publication  of  the 
1986  dod  Directive  4630.5  and  a  corresponding  1986  Joint  Chiefs  of  Staff 
Memorandum  of  Policy  160  created  mechanisms  for  institutionalizing 
interoperability,  dod’s  new  guidance  is  undoubtedly  necessary,  but 
ensuring  that  greater  C4i  interoperability  is  achieved  will  likely  require 
firmer  measures  than  issuing  new  guidance. 

Accordingly,  we  continue  to  believe  that  additional  enforcement 
mechanisms  such  as  a  joint  program  management  office  with  directive 
authority  and  fimding  controls  would  provide  the  basis  for  essential  firm 
management  oversight  by  the  Office  of  the  Secretary  of  Defense  and  the 
Joint  Staff.  We  also  believe  that  dod  has  an  opportunity  to  better  achieve 
C4I  interoperability  by  taking  advantage  of  the  U.S.  Atlantic  Command's 
new  joint  mission.  The  Command  is  ideally  suited,  as  the  primary  force 
provider,  for  the  additional  responsibilities  of  (1)  assessing  C4i 
requirements  for  the  potential  effect  on  joint  task  force  operations  and 
providing  the  results  to  the  Joint  Staff  for  review;  (2)  providing  guidance 
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to  the  Defense  Information  Systems  Agency  on  developing  a  joint  C4i 
architecture,  which  was  not  provided  by  dod  in  the  mid-1980s  when  the 
last  joint  tactical  C3  architecture  was  developed;  and  (3)  ensuring 
continuous  C4i  interoperability  evaluations  through  Joint  training 
exercises. 


Scope  and 
Methodology 


We  reviewed  dod  and  Joint  Staff  C4i  interoperability  directives, 
architectures,  plans,  reports,  and  briefings.  We  discussed  these  documents 
and  C4I  interoperability  issues  with  dod  representatives  responsible  for  C4i 
architectures,  programs,  and  systems  at  the  offices  of  the  Assistant 
Secretary  of  Defense  for  C3i;  the  Joint  Staff  C4  Directorate;  the  Defense 
Information  Systems  Agency’s  Joint  Interoperability  and  Engineering 
Organization;  dod’s  Intelligence  Communications  Aj-chitecture  Project 
Office;  the  Army’s  Directorate  of  Information  Systems  for  C4;  the  Navy’s 
Directorate  of  Space  and  C4  Systems  Requirements  and  Space  and  Naval 
Warfare  Systems  Conunand;  the  Air  Force’s  Deputy  Chief  of  Staff  for  Plans 
and  Operations;  and  the  U.S.  Pacific  Command  and  its  component 
commands. 

We  performed  our  review  between  April  1992  and  June  1993  in  accordance 
with  generally  accepted  government  auditing  standards. 


This  report  contains  recommendations  to  you.  The  head  of  a  federal 
agency  is  required  by  31  U.S.C.  720  to  submit  a  written  statement  on 
actions  tftken  on  these  recommendations  to  the  Seiurte  Committee  on 
Governmental  Affairs  and  the  House  Committee  on  Government 
Operations  not  later  than  60  days  after  the  date  of  this  letter.  A  written 
statement  also  must  be  sent  to  the  Seruite  and  House  Committees  on 
Appropriations  with  the  agency’s  first  request  for  appropriations  made 
more  than  60  days  after  the  date  of  this  letter. 

We  are  sending  copies  of  this  report  to  the  Director,  Office  of  Mairagement 
and  Budget;  the  Secretaries  of  the  Army,  the  Navy,  and  the  Air  Force;  and 
Interested  congr(  ional  committees.  We  will  also  make  copies  available 
to  others  upon  request. 

This  report  was  prepared  under  the  direction  of  Thomas  J.  Schulz, 
Associate  Director,  Systems  Development  and  Production  Issues,  who 
ntay  be  reached  on  (202)  512-4841  if  you  have  any  questions  about  this 
report.  Other  nu^or  contributors  to  this  report  were  Homer  H.  Thomson, 
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Assistant  Director,  Charles  R.  Climpson,  Evaluator-in*Charge;  and 
Richard  B.  Kelley,  Evaluator. 

Sincerely  yours. 


Louis  J.  Rodrigues 
Director,  Systems  Development  and 
Production  Issues 
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Interoperability  Is  Still  a  Concern 


The  Department  of  Defense’s  (dod)  policy  and  procedures  relative  to 
interoperability  of  command,  control,  and  communications 
(C3)  equipment  for  Joint  military  operations  date  back  to  1967,  when  dod 
issued  Directive  46^.5.  However,  based  on  evidence  provided  in  our 
1987  report,  the  military  departments  and  the  OflBce  of  the  Joint  Chiefs  of 
Staff  did  not  carry  out  their  responsibilities  under  this  directive. 

In  1984,  [X>o  placed  a  special  emphasis  on  interoperability  by  establishiirg 
the  Joint  Tactical  Command,  Control,  and  Communications  Agency*  under 
[K>o  Directive  6154.28.  The  Joint  Agency’s  mission  was  to  ensure 
interoperability  of  tactical  Cd  systems  for  Joint  and  combined  operations 
throu^  the  development  and  maintenance  of  a  Joint  architecture  and 
interface  standards  and  definitions.^ 

In  1986,  DOD  reissued  Directive  4630.6  in  response  to  congressional 
criticism  concerning  interoperability.  The  revised  directive  established 
policy  for  dod  components  to  acquire  and  deploy  tactical  command, 
control,  communications,  and  intelligence  (C3i)  systems  and  equipment 
that  were  compatible  and  interoperable,  where  required,  with  other  similar 
systems  and  equipment.  The  directive  required  the  Joint  Agency  to 
(1)  develop  and  manage  a  tactical  C3i  system  interoperability  testing  and 
certification  program  to  verify  proper  implementation  and  maintenance  of 
technical  and  procedural  Interface  standards  and  (2)  make 
recommendations  to  the  Joint  Chiefs  of  Staff  on  whether  tested  systems 
should  be  certified  for  use  in  Joint  and  combined  operations. 

In  our  1987  report,  we  concluded  that  although  dod  had  begun  a  number  of 
initiatives  to  achieve  interoperability  among  C3  systems,  overall  success  of 
such  efforts  was  disappointing.  This  was,  in  part,  because  of  a  failure  to 
develop  a  Joint  tactical  C3  architecture.  We  pointed  out  that  the  equivalent 
of  such  an  architecture  had  been  a  requirement  for  20  years.  Although  the 
Joint  Agency  was  Just  begiimlng  to  develop  the  architecture,  there  was  no 
general  agreement  within  dod  on  what  the  architecture  should  accomplish. 


'Through  reorgarizadons  tn  1988, 1991 ,  and  1992,  the  Joint  Agency  la  now  known  aa  the  Joint 
Interoperability  and  En^neerlng  Organization  and  la  located  within  the  Defenae  Information  Syatema 
Agency  (formeriy  the  Defenae  Conununlcadona  Agency). 

’A  C3  architecture  la  a  plan  that  deacrlbea  the  overall  C3  concept  by  (1)  defining  conunand 
relatlonahlpa  (who  talka  to  whom).  Information  requJrementa  (what  information  la  exchanged),  and 
characterlatica  of  aaaodated  C3  ayatema  and  (2)  documenting  technical  and  procedural  Interface 
atandarda  and  procurement  and  fielding  achedulea.  Such  an  archltecnire  la  Intended  to  eatabllah  the 
logical  link  between  operational  requlrementa  and  ayatein  development.  Interface  atandarda  refer  to 
(1)  tlie  functional,  electrical,  and  phyalcal  characterlatica  and  (2)  the  form  or  format,  language,  ayntax, 
vocabulary,  and  procedurea  neceaaary  to  allow  for  the  exchange  of  Information  actoaa  a  boundary 
between  efferent  C3  ayatema  and  equipment 
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We  concluded  that  it  could  be  years  before  the  architecture  was 
completed  and  that  past  experience  provided  little  assurance  it  would  ever 
be  effectively  implemented.  We  recommended  that  (1)  the  service 
secretaries  certify  the  interoperability  of  C3  equipment  being  acquired  or 
seek  waivers  if  the  equipment  would  not  provide  interoperability  and 
(2)  the  services  be  allowed  to  seek  fimdiiig  only  for  items  that  would 
provide  interoperability  or  for  which  a  waiver  was  rqiproved. 

[X)D  concurred  with  our  recommendations  and  stated  that  it  needed  to 
improve  interoperability  in  certain  areas  and  had  established  mechanisnts 
to  do  so.  It  cited  the  Joint  Agency  as  the  organization  for  assuring  that  new 
systems  would  provide  the  necessary  degree  of  interoperability.  It  stated 
that  (1)  prior  to  1984,  no  agency  had  ever  been  given  the  responsibility  for 
developing  an  overall  defeivsewide  Joint  interoperability  architecture  and 
(2)  the  Offlee  of  tlie  Secretary  of  Defense  did  not  provide  specific  guidance 
to  the  Joint  Agency  in  the  development  of  architectures  because  rigid 
instructions  would  stultify  imaginatiun.  dod  expressed  caution,  however, 
regarding  the  achievement  of  interoperability  by  stating  that  (1)  there 
would  be  some  interoperability  problems  as  long  as  new  and  old  systems 
coexist,  (2)  fiscal  corvstralnts  conspire  against  Interoperability,  even  when 
the  services  unaidmously  agree  on  common  equipment,  and  (3)  fielding 
equipment  to  general  purpose  forces  that  are  simultaneously  committed  to 
the  plans  of  up  to  six  unified  and  specified  commands  adds  another 
difficult  dimension. 


Since  our  1987  report,  several  dod  documents  have  identified 
interoperability  problems,  citing  needed  improvements.  They  included  the 
Joint  tactical  C3  architecture,  two  reports  sponsored  by  the  Joint  Staff,  and 
the  report  on  the  Persian  Gulf  War. 


Joint  Tactical  C3  From  1088  to  T992,  dod  published  the  Joint  tactical  C3  architecture,  which 

Architecture  divided  into  nine  functional  area  documents.  Eight  of  the  documents 

were  oriented  toward  military  missions — air  operations,  air  defense  and 
airspace  control,  fire  support,  land  combat  operations,  maritime  and 
amphibious  operations,  combat  service  support,  special  operations,  and 
intelligence  operations — ^and  one  was  a  capstone  document  for  a  notional 
Joint  task  force  headquarters. 


DOD  Documents 
Identify  Persisting 
Interoperability 
Problems 
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All  nine  documents  were  validated  by  the  Joint  Chiefs  of  Staff.  Ali  but  one 
(intelligence)  was  approved  by  the  Assistant  Secretary  of  Defense  for 
Command,  Control,  Coirimunications  and  Intelligence  for  Implementation 
by  DOD  components.  Implementation  meant  that  the  architecture  was  to  be 
used  as  authoritative  guidance  for  preparation  of  program  objective 
memorandums.^ 

The  architecture  identified  service  missions,  roles,  and  responsibilities; 
command  and  control  connectivity  requirements;  and  suppoi  ting  C3 
systems  and  equipment  Although  the  architecture  has  not  been 
weli-accepted  within  dod  as  a  plaiudng  document  (see  app.  II),  it  did 
identify  numerous  examples  of  system  and  operational  interoperability 
deficiencies,  impediments,  or  concerns  that  could  prevent  effective  joint 
operations. 

One  of  the  system  problems  involved  no  formal  statement  of  requirements 
for  automated  cd  support  at  joint  task  force  headquarters.  An  automated 
capabillQr  to  gather,  process,  store,  display,  and  report  information  and  to 
issue  operational  orders  in  a  timely  manner  was  considered  to  be  essential 
for  command  and  control  pi'xposes. 

Another  system  problem  involved  no  joint  communications  network 
numagement  capablliQ^  to  support  a  joint  task  force  during  land  combat 
operations  and  to  ensure  more  effective  use  of  communication  assets. 
Various  automated  network  management  efforts  responsive  to  intraservice 
requirements  were  underway,  but  they  were  uncoordinated  and  not  keyed 
to  the  management  of  joint  networks.  Individual  systems  such  as  the 
Army’s  Mobile  Subscriber  Equipment  were  cited  as  incorporating 
well-defined  communication  control  elements,  but  making  no  provision 
for  integrating  these  elements  into  a  joint  network. 

In  addition,  the  lack  of  digital  communications  for  joint  information 
exchange  needs  during  fire  support  operations  was  cited  as  a  system 
problem.  Voice  communications  was  not  considered  to  be  entirely 
responsive  to  operational  needs.  An  increasing  variety  of  digital  entry 
devices  that  used  different  message  standards  and  protocols  was  being 
acquired  by  the  services,  disallowing  their  use  for  joint  operations. 

One  of  the  operational  problems  Involved  too  much  time  to  prepare  and 
dissemliuite  tasking  orders  for  joint  air  operations.  Such  tasking  was 


*8uch  memorandum*  are  submitted  to  the  Secretary  of  Defense  bleimlally  by  DOD  components 
recommending  total  resource  requirements  and  programs  for  a  S-year  period.  The  memorandum*  *re 
based  on  fiscal  guidance  provided  by  the  Secret^  of  Defense. 
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viewed  as  being  too  detailed,  and  requests  for  some  types  of  air  missions 
were  viewed  as  having  to  be  made  unrealistically  early.  Some  aspects  of 
these  problems  reflected  a  conflict  between  the  need  for  an  orderly 
process  in  employing  air  assets  and  the  demands  for  responsiveness  in 
supporting  forces  on  the  battlefield.  (During  the  Persian  Gulf  War,  the  air 
tasking  order  transmission  process  was  slow  and  cumbersome.  This  was 
specifically  demonstrated  in  the  Navy  due  to  the  lack  of  necessary 
communications  on  aircraft  carriers  to  permit  on-line  integration  with  the 
Air  Force  computer-aided  force  management  system.  Couriers  were  used, 
as  substitutes,  to  deliver  air  tasking  order  diskettes.) 

Another  operational  problem  involved  deficient  Joint  C3  interfaces  and 
operating  procedures  for  adjacent  Army  and  Marine  Corps  forces  to 
coordinate  joint  use  of  airspace  below  the  coordinating  altitude  in  a  timely 
marmer.  The  architecture  viewed  this  as  inhibiting  Army  aircraft  involved 
in  land  combat  operations  fi-om  passing  into  Marine  Corps  airspace  and 
Marine  Corps  aircraft  involved  in  maritime  and  amphibious  operations 
ftom  passing  into  the  Army’s  area  of  operations. 

A  third  operational  problem  involved  the  need  for  improved  Joint  doctrine 
and  procedures  in  fire  support  operations  beyond  the  fire  support 
coordination  line  as  a  result  of  introducing  long-range  fire  support 
weapons  (such  as  the  Army  Tactical  Missile  System)  with  long-range 
target  acquisition  ciq>abilities  (such  as  the  Air  Force-Army  Joint 
Surveillance  and  Target  Attack  Radar  System).  Coordirration  of  air, 
ground,  and  naval  fire  support  was  considered  essential  to  avoid  duplicate 
targeting,  reduce  fratricide,  and  increase  efficiency  in  usirrg  the  weapons. 

In  addition,  command  and  control  challenges  in  air  operations  that  are 
expected  from  introducing  large  numbers  of  unmatmed  aerial  vehicles  to 
the  battlefield  having  both  Joint  and  service  component  roles  were  also 
cited  as  an  operatiorud  problem.  These  vehicles  have  multiple  roles, 
including  recotmalssance,  surveillance,  target  acquisition,  C3,  electrorUc 
warfare,  and  lethal  attack. 


In  a  1901  report  from  a  panel  formed  by  the  Chairman  of  the  Joint  Chiefs 
of  Staff,  interoperability  was  a  miOor  topic  in  a  review  of  dod’s  command 
and  control  fimctlons  and  processes.  The  panel’s  purpose  was  to  review 
these  matters  based  on  the  changing  world  environment  and  the  evolving 
ruitioiud  military  strategy.  The  report  discussed  several  aspects  of 
’‘teclmical’’  interoperability  by  stating  that  (1)  dod  needs  to  strengthen  its 
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emphasis  on  acquisition  of  interoperable  command  and  control  systems  by 
the  services;  (2)  reliance  on  an  ad  hoc  assembly  of  service-unique 
command  and  control  systems  must  be  reduced;  (3)  service-developed 
information  exchange  standards  may  not  be  well  implemented  across 
service  boundaries;  and  (4)  in  some  cases,  services  do  not  recognize  a 
requirement  to  use  service-unique  capabilities  in  Joint  operations  and, 
therefore,  do  not  recognize  a  need  for  joint  interne  standards. 

The  report  also  stated  that  there  were  other  elements  of  interopeiability, 
which  were  not  system-oriented  and  addch  were  even  more  difficult  to 
achieve  than  teclmical  interoperability.  For  example,  substantial  variations 
existed  within  the  services  regarding  procedures,  tactics,  and  rules 
governing  actions  (operational  interoperability)  that  were  considered  to 
be  at  least  as  important  as  the  techni^  (system  interoperability)  factors. 
The  report  stated  that  dod  would  have  to  address  this  class  of  problems  by 
emphasizing  the  need  to  test,  evaluate,  train,  and  exercise  in  a  joint 
environment 

In  1992,  a  team  organized  by  the  Joint  Staff  reviewed  interoperability 
aspects  of  command  and  control  systems  at  the  unified  and  specified 
commands.  The  team  placed  emphasis  on  how  these  commands  would 
interface  with  a  subordinate  joint  task  force,  with  the  purpose  of 
developing  short-term  solutions  under  the  new  C4i  for  the  Warrior 
initiative.  Some  of  the  team’s  conclusions  were  that  (1)  systems  were 
being  developed  and  fielded  using  commander  in  chief  initiative  ftmds  to 
satisfy  immedate  needs,  but  without  considering  DOD-wlde 
interoperability  issues  and  (2)  interoperability  among  different  systems 
was  more  a  matter  of  chance  than  deliberate  planning.  The  team’s  report 
distinguished  between  what  it  called  ’’technical”  interoperabilify  fixes  and 
what  it  characterized  as  “other  pillars  of  interoperability”  such  as 
requirements,  doctrine,  procedures,  and  training  that  needed  to  be 
addressed. 


In  its  1992  report  to  the  Congress  on  the  Persian  Gulf  War,  dod  described 
the  challenge  in  establishing  a  coherent,  interoperable  network  consisting 
of  three  generations  of  tactical  communication  systems,  dod  stated  that 

“Equipment  not  designed  or  Intended  to  interoperate  when  procured  originally  was  in  use 
to  support  missions  that  became  increasingly  integrated  as  the  theater  developed.  In  many 
cases,  as  interoperation  requirements  emerged,  the  Services  and  agencies  developed 
iruiovative  mo<!Ucations  or  upgrades  to  make  interfaces  possible . . .  However,  in  some 
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cases,  interoperability  was  lacking,  and  these  problents  were  documented  in  numerous 
after'Scdon  reports." 


DOD  Stated  that  (1)  one  of  several  shortcomings  during  the  war  included 
the  need  to  construct  a  comprehensive  cs  interoperability  plan  between 
services  and  other  defense  agencies  with  many  workarounds  in  both 
hardware  and  software  and  (2)  there  was  a  need  for  a  comprehensive  Joint 
architecture  from  which  supporting  communications  architectures  could 
be  built  and  interoperability  issues  resolved. 
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In  June  1992,  the  Chairman  of  the  Joint  Chiefs  of  Staff  stated  that  C4i 
initiatives  by  the  services  were  not  unified  because  no  common  global 
vision  existed  to  guide  the  fiiture  direction  of  C4i  in  support  of  the  warrior 
during  Joint  and  combined  operations.  Thus,  C4i  for  the  Warrior  is  intended 
to  (1)  address  joint  force  C4i  interoperability  issues  and  (2)  provide  a 
means  for  uni^^  the  many  heterogeneous  service  C4i  programs  currently 
being  pursued. 

Despite  these  goals,  the  new  initiative  faces  a  prolonged  process  for 
achievement,  and  success  will  be  highly  dependent  on  a  comprehensive, 
integrated,  and  usefiil  Joint  C4i  architecture  that  has  yet  to  be  developed 
and  effective  interoperability  enforcement  dod  now  has  an  opportunity  to 
strengthen  interoperability  through  the  U.S.  Atlantic  Command. 


Achieving  the 
Initiative  WiH  Be  a 
Prolonged  Process 


Achieving  the  new  initiative  will  be  a  prolonged  process  because  the 
tentative  schedule  consists  of  an  evolutionary  effort  in  three  concurrent 
phases.  The  first  (qulck-flx)  phase  extends  through  the  ensuing  6  years 
and  includes  the  development  of  translation  devicer'  and  information 
standards  for  existing  systems.  Although  dod  policy  discouraged  the  use  of 
such  translators  for  the  last  25  years,  the  1991  report  by  the  Chairman's 
panel  stated  that  the  lack  of  Joint  interface  standards  resulted  in  a  need  for 
cumbersome  and  ineffective  manual  interfaces  or  expensive 
buffer-translator  systems  to  establish  necessary  information  interfaces 
within  ajoint  force,  dod’s  current  Directive  4630.5  no  longer  Includes  this 
long-standing  policy  of  discouraging  translators. 

The  Joint  Staffs  1992  tiger  team  report  or  C4i  for  the  Warrior  identified 
four  miyor  existing  conunand  and  control  systems  that  were  not 
interoperable,  but  that  should  be  made  interoperable  through  the  use  of 
translators,  during  the  quick-fix  phase.  The  systems  involved  (1)  the 
Army’s  Standard  Theater  Army  Command  and  Control  System,  which 
supports  end-to-end  force  tracking,  rear  area  theater  operations,  and 
theater  sustainment  ftmctlons;  (2)  the  Navy’s  Joint  Operational  Tactical 
System,  which  provides  a  near  real-time  tactical  picture  for  situation 
assessment  purposes;  (3)  the  Air  Force’s  Air  Situation  Display  System, 
which  provides  air  picture  information  from  airborne  and  land-based  radar 
systems;  and  (4)  dod’s  Worldwide  Mllltaiy  Command  and  Control  System, 
which  provides  national  military  commanders  with  a  means  for  planning, 
directing,  and  controlling  U.S.  military  forces  worldwide. 


*Traii8latots  Interpret  nonstandard  message  and  data  fonnats  and  protocols  and  produce  common 
outputa  that  can  be  readily  exchanged  via  atandard  traitsmlaalon  patha 
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Comprehensive 
Architecture  Remains 
to  Be  Developed 


The  second  (mid-tenn)  phase  is  to  run  concurrently  with  the  quick-fix 
phase  but  includes  the  next  10  years — extending  into  the  next  century. 
During  this  phase,  (1)  a  common  network  operating  environment  is 
contemplated,  (2)  interoperability  and  jointness  become  the  primary 
drivers  and  design  features  for  all  new  C4i  requirements,  and  (3)  a 
transition  from  military-unique  to  commercial  standards  and  systems  is 
expected  whenever  feasible. 

The  final  (objective)  phase  is  to  run  concurrently  with  the  quick-fix  and 
mid-term  phases  but  is  to  extend  beyond  the  mid-term  phase  into  the  next 
century,  and  it  is  very  dependent  on  advanced  technology.  A  fiiUy 
developed  C4i  network  of  fiised  information  that  is  automatically  updated 
is  envisioned  whereby  the  joint  warfighter  would  have  worldwide  access 
to  needed  data  in  the  performance  of  a  mission.  The  Chairman  expects  the 
objective  phase  to  be  affordable  and  not  technologically  limited  because  it 
is  to  rely  on  maximum  use  of  commercial  off-the-shelf  and 
nondevelopmental  items. 


DOD  had  difficulty  developing  its  joint  tactical  C3  architecture,  which  was 
first  required  in  ffie  mid-1980s.  Several  dod  representatives  expressed 
dissatisfaction  with  the  architecture,  which  was  eventually  published  from 
1988  through  1992.  According  to  these  representatives,  the  architecture 
as  inadequate  for  planning  purposes,  too  abstract,  and  out  of  date,  and  it 
lacked  detail,  relevance,  usefulness,  or  an  operational  perspective.  Other 
comments  were  that  the  Joint  Interoperability  and  Engineering 
Organization— the  current  organization  responsible  for  the 
architecture — lacked  the  authority  to  enforce  compliance  with 
interoperability  standards  because  it  (1)  was  not  part  of  the  budget 
process,  (2)  did  not  have  a  clearly  defined  role,  (3)  did  not  help  users, 

(4)  did  not  plan  to  update  the  architecture,  and  (6)  had  produced  products 
that  lacked  specificity,  timeliness,  accuracy,  and  quality. 

Despite  these  negative  comments,  some  type  of  architecture  is  necessary 
to  establish  the  logical  link  between  operatioiud  requirements  and  system 
development  and  to  guide  dod  components  toward  a  common  end.  Under 
C4I  for  the  Warrior,  the  objectives  are  to  integrate  the  current  disparate  C4i 
architectures  and  systems  that  exist  throughout  the  services  and 
commands  and  to  chart  a  road  msq>  to  a  fully  interoperable,  global  C4i 
architecture  and  network. 
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Effective 
Enforcement  Is  a 
Critical  Issue 


The  Defense  Information  Systems  Agency  established  a  joint  program 
integration  office  in  August  1992  to  develop  an  implementation  plan  and 
coordinate  the  initiative’s  implementation  by  the  services  and  conunands. 
The  office  intends  to  complete  the  implementation  plan  in  1994.  However, 
based  on  doo’s  previous  lengthy  record  in  developing  the  joint  tactical  C3 
architecture  and  the  lack  of  user  acceptance,  developing  a  new  joint  C4i 
architecture  could  present  dod  with  an  arduous  task,  requiring  continuous 
management  attention. 


In  our  1987  report,  we  cited  the  absence  of  an  effective  central 
enforcement  authority  to  make  the  necessary  interoperability  dedsiorrs. 
This  statement  was  based  on  findings  from  a  number  of  earlier  studies  that 
suggested  the  need  for  clearer  mechaidsms  to  resolve  conflicting  service 
demands,  dod’s  1987  respoivse  to  our  report  was  that  (1)  establishment  of 
the  Joint  Tactical  Command,  Control,  and  Communications  Agency  in 
1984  to  ensure  interoperability  provided  dod  with  a  much  needed  neutral 
expert  on  interoperability  issues;  (2)  publication  of  the  1985  dod  Directive 
46^.6  and  a  corresponding  1986  Joint  Chiefs  of  Staff  Memorandum  of 
Policy  160  created  mechanisms  for  institutionalizing  the  approach  to 
interoperability;  and  (3)  iq>pointment  of  an  Assistant  Secretary  of  Defense 
for  Command,  Control,  Communications,  and  Intelligence  with  a  very 
broad  and  comprehensive  charter  had  given  the  interoperability  program  a 
viable  means  of  enforcement. 

Despite  this  official  dod  response,  recent  dod  documents  show  a 
continuing  concern  about  interoperability  enforcement.  For  example,  the 
1991  report  by  the  Chairman’s  panel  stated  that  mechanisms  for  specifying 
and  enforcmg  interoperability  needed  to  be  strengthened.  The  report 
concluded  that  (1)  the  planning  and  acquisition  approach  for  command 
and  control  was  not  oriented  toward  building  a  consolidated  joint 
cs^ability  and  (2)  centralized  plaiming  and  management  oversight  were 
needed  ^m  the  initial  stages  where  concepts  and  architectures  are 
created  to  the  final  stages  where  systems  are  tested,  evaluated,  and 
deployed  to  the  component  forces.  Related  recommendations  were  that 
DOD  should  (1)  enforce  interoperability,  (2)  increase  the  degree  of 
centralized  management  oversight  of  command  and  control  acquisition, 
and  (3)  establish  joint  program  management  offices  and  command 
oversight  for  programs,  as  required. 

In  addition,  the  1992  Joint  Staffs  tiger  team  report  stated  that  altliough  the 
C4I  for  the  Warrior  concept  was  well  received  at  all  uiUfled  and  specified 
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commands  during  team  visits,  a  common  concern  voiced  at  almost  every 
briefing  given  by  the  team  was  how  enforcement  would  work.  The  team’s 
recommendations  included  (1)  clearly  identifying  who  is  responsible  for 
C4I  interoperability  and  who  can  enforce  compliance,  with  no  waivers,  and 
(2)  designating  a  Joint  program  management  office  to  become  an 
acquisition  arm  for  the  concept. 


Changes  Made,  but  More  dod  recently  made  some  changes  to  strengthen  enforcement  of  C4i 
Emphasis  May  Be  Needed  interoperability.  For  example.  In  November  1992,  dod  reissued  its  1986 

Direcrive  (4630.6)  establishing  policy  for  compatibility,  interoperability, 
and  integration  of  (»i  systems  and  issued  a  new  dod  Instruction  (4630.8)  to 
implement  the  policy.  The  revised  policy  established  as  a  long-term 
objective,  a  DOD-wide,  global  csi  infrastructure  and  declared  that  all  C3i 
systems  developed  for  U.S.  forces  were  considered  to  be  for  Joint  use.  It 
also  expanded  and  strengthened  some  procedures  associated  with 
reviewing  requirements  and  making  acquisition  decisions.  However,  these 
publications  iqpply  only  to  new  C3i  systems  and  m^or  changes  to  existing 
systems.  According  to  a  dod  representative,  the  effect  of  the  revised 
directive  and  new  instruction  may  not  be  noticeable  for  several  years. 

In  addition,  the  corresponding  1986  Joint  Chiefs  of  Staff  Memorandum  of 
Policy  160  is  being  revised,  and  the  Joint  Interoperability  and  Engineering 
Organization  has  formed  a  Joint  program  integration  office  to  coordinate 
various  efforts  under  the  initiative. 

The  question  is  whether  these  changes  are  adequate  or  whether  other 
actions  may  be  needed  to  better  ensure  success.  For  example,  although 
the  Joint  program  integration  office  has  the  responsibility  to  coordinate 
interoperability  efforts,  it  is  not  a  management  office  with  the  authority  to 
direct  that  they  be  achieved.  We  were  Informed  by  a  Joint  Interoperability 
and  Engineering  Organization  representative  that  the  Office  of  the 
Secretary  of  Defense  did  not  intend  to  give  the  Joint  Program  Integration 
Office  directive  auUiority  imtil  a  requirements  analysis  for  a  future  global 
command  and  control  system  was  completed — a  task  that  could  take 
about  a  year. 

Equally  important  to  directive  authority  for  Joint  programs  may  be  funding 
control.  Considering  that  part  of  dod’s  revised  policy  on  interoperability  is 
that  “all  C3I  systems  developed  for  use  by  U.S.  forces  are  considered  to  be 
for  Joint  use,"  it  is  reasonable  to  expect  acquisition  fiinds  for  such  systems 
to  be  Jointly  controlled,  possibly  through  defense  agency  accounts,  rather 
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A  Means  Is  Available 
to  Strengthen 
Interoperability 


than  service  accounts,  to  strengthen  this  policy.  Acceptance  within  dod  of 
this  traditionally  contentious  issue  relative  to  joint  programs  could  be  a 
m^jor  obstacle  because  of  the  militaiy  services’  legal  budget  authority 
under  10  U.S.C.  and  propensity  to  give  their  own  needs  the  highest  priority 
when  making  budget  decisions. 

In  addition,  management  emphasis  at  the  highest  dod  levels  will  be 
essential.  Representatives  &om  the  Office  of  the  Assistant  Secretary  of 
Defense  for  Command,  Control,  Communications,  and  Intelligence 
informed  us  that  dod  review  authorities  for  C4i  requirements  and 
acquisitions — ^the  Joint  Staff  and  the  Office  of  the  Secretary  of  Defense, 
respectively — had  not  invoked  sufficient  resolve  to  enforce 
interoperability  when  services  identified  systems  as  having  service-unique 
requirements. 


In  Ills  February  1993  report  entitled  Report  on  the  Roles,  Missions,  and 
Functions  of  the  Armed  Forces  of  the  United  States,  the  Chairman  of  the 
Joint  Chiefs  of  Staff  recommended  that  the  U.S.  Atlantic  Command 
assume  a  new  mission  as  a  Joint  headquarters  for  U.S.-based  forces.  The 
impetus  for  this  change  involved  the  revised  national  military  strategy  that 
included  the  decline  in  a  forward  presence  of  forces  overseas  and  the 
increased  importance  that  U.S.  forces  be  trained  to  operate  jointly  as  a 
way  of  life,  liie  Secretary  of  Defense  directed  in  March  1993  that  the 
recommendation  be  implemented. 

The  U.S.  Atlantic  Command’s  new  mission  provides  a  means  for  dod  to 
strengthen  C4i  interoperability.  Given  that  in  future  cordlicts  or  crises,  joint 
forces  may  have  to  be  promptly  and  precisely  deployed  from  the  United 
States  with  little  preparation  time,  effective  C4i  interoperability  will  need  to 
be  in  place.  According  to  the  Chairman’s  report,  (1)  units  that  are  already 
accustomed  to  operating  jointly  will  be  easier  to  deploy  and  (2)  overseas 
commands  will  1^  able  to  focus  more  on  in-theater  operations  and  less  on 
deployment  and  readiness  concerns. 

Functional  responsibilities  that  the  Chairman  suggested  could  be  assigned 
to  the  U.S.  Atlantic  Conunand  included  (1)  improving  joint  tactics, 
techrriques,  and  procedures  and  (2)  recommending  and  testing  joint 
doctrine.  He  pointed  out  that  while  the  services  would  retain  their 
responsibilities  under  10  U.S.C.  to  organize,  train,  and  equip  forces,  the 
trailing  and  deploying  of  U.S.-based  forces  as  a  joint  team  would  be  the 
responsibility  of  the  U.S.  Atlantic  Command. 
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In  i  March  1993  report  to  congressional  committees  on  the  progress  of  the 
initiative,  the  Chairman  stated  that  great  strides  have  been  made  in  the 
interoperability  arena  as  the  services  are  thinking  "Joint,"  rather  than 
service-unique,  requirements.  However,  he  stated  that  there  is  still  a  long 
way  to  go,  requiring  emphasis  in  (1)  continuing  several  ongoing  actions  to 
achieve  interoperability  now  and  (2)  addressing  areas  fundamental  to 
institutionalizing  the  concept  and  laying  a  solid  foundation  for  future 
efforts. 

In  consonance  with  the  U.S.  Atlantic  Command's  new  mission  as  the 
primaiy  force  provider  and  the  need  to  institutionalize  interoperability,  the 
Conunand  would  be  ideally  suited  for  additional  responsibilities 
associated  with  C4i  interoperability.  Specifically,  the  Command  could  be 
assigned  primaiy  responsibility  for  assessing  C4i  requirements  for  the 
potential  effect  on  joint  task  force  operations.  It  could  also  provide 
guidance  to  the  Defense  Information  Systems  Agency  on  the  development 
of  a  Joint  C4I  architecture.  In  addition,  it  could  ensure  continuous  C4i 
interoperability  assessments  through  Joint  training  exercises. 
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Note:  GAO  comments 
supplementing  those  in  the 
report  text  appear  at  the 
end  of  this  appendix. 


COMMAMO-  CONT AOk. 
COMMUItlCATlONt 
AAO 

iNTCALtCCNCC 


assistant  secret  ary  of  defense 

WAtMINSTON.  B  C  l*10l  -l*4e 

SaptanbAr  2,  1993 


Mr.  Frank  C.  Conahan 
Aaalatant  Coaptrollar  General 
National  Security  and 
International  Affairs  Division 
General  AccountlnG  Office 
Nashin«ton«  O.C.  20548 

Dear  Nr.  Conahan i 

This  is  the  DepertMnt  of  Defense  (DoD)  response  to  the 
General  Accountln)  Office  (GAO)  Draft  Report,  "JOINT  MILITARY 
OPBRATIONSi  DOD's  Renewed  Actions  To  Isiprove  C4l  interoper¬ 
ability  Nay  Not  Be  Adequate,*  dated  July  30,  1993  (GAO  Code 
395199),  080  Case  9484.  The  DoD  partially  concurs  with  the 
report. 

While  the  Departaent  generally  agrees  with  the  findings  and 
recoauacndatlons,  the  DoD  believes  It  has  taken  adequate  Pleasures 
to  deal  with  Coamand,  Control,  Coaaunlcatlons,  Coaputers  and 
Intelligence  system  Interoperability.  New  OoD  policy,  published 
In  Noveabec  1992,  contained  In  DoD  Directive  4630.5, 
"Compatibility,  interoperability,  and  Integration  of  Coonand, 
Control,  Coaaunlcatlons  and  Intelligence  Systems*  and  the 

?rocadures  established  in  DoO  Instruction  4630.8,  "Procedures 
or  Compatibility,  Interoperability,  and  Integration  of  Coaaand, 
Control,  Communications,  and  Intelligence  Systeas*  have  greatly 
enhanced  the  process  of  how  coapatlblllty.  Interoperability,  and 
Integration  requireatente  are  stated,  coordinated,  validated,  and 
approved.  The  Departaent  believes  that  the  responsibilities 
currently  assigned  to  the  Joint  Staff  to  review  and  validate 
requireaents  should  reaaln  as  they  are  as  opposed  to  the  GAO 
recoaaendatlon  to  assign  these  responsibilities  to  the  Atlantic 
Coaaand.  Joint  architecture  developaent  and  maintenance  Is  the 
responsibility  of  the  Defense  Information  Systeas  Agency.  The 
Departaent  sees  no  benefit  in  reassigning  these  responsibilities 
to  the  Atlantic  Coamand. 


The  new  DoD  policy  and  procedures  require  that  all  new  and 
modified  Command,  Control,  Comaunications,  Computers  and 
Intelligence  systeas  needs  and  oMrational  requireaents 
docuaents  be  certified  by  the  Joint  Staff  for  conforaance  to 
joint  Coaaand,  Control,  Comaunications,  Coaputers  and 
Intelligence  policy  and  doctrine,  interoperability  requirements, 
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conforunee  to  functional  archltecturea,  and  joint  potential 
before  approval,  joint  certification  teaclng  under  the 
aupervlalon  of  the  Defanaa  Intoraation  Syataae  Agency 'a  Joint 
Intaroparablllty  Teat  Canter  la  now  mandatory  for  all  Command, 
Control,  Coomunlcatlona,  Computara  and  Intalligance  ayateraa. 

Many  other  afforta  are  underway  and  othera  are  planned  to 
enhance  joint  Intaroparablllty  among  the  Sarvicea  and  Dafanae 
Aganolaa.  On  Saptembar  31,  1992,  In  a  manorandum  from  the 
Aaaiatant  Secretary  of  Dafenaa  for  Command,  Control, 
Coomunlcatlona  and  Intelligence,  the  Army  waa  daalgnated  aa 
Bxeeutlva  Agent  for  tactical  awltched  ayatema  with  the  Oefenae 
Information  Syatama  Agency  aarvlng  aa  the  overall  Integration 
manager  for  tactical  to  atrateglc  awltched  ayatema.  Thla  action 
waa  taken  to  atrangthen  control  over  the  Sarvlce'a  fielding  and 
configuration  management  of  communication  awltchea'  hardware  and 
aoftware  and  to  anaure  that  the  tactical  to  atrataclc  Intarfacaa 
work.  Similar  afforta  have  bean  taken  to  atandardlaa  the  Air 
Tanking  Order  preparation  and  dlaaemlnatlon  procadurea  and  to 
develop  a  joint  teak  force  conmunlcatlona  network  management 
ayatam. 

In  another  maaaura  to  atrangthen  Interoperability  the 
Department  daalgnated  the  Dafanae  Information  Syatama  Agency  an 
the  Bxeeutlva  Agent  for  all  Command,  Control,  Conmunlcatlona, 
Computara  and  Intalligance  atandarda.  The  Dafanae  Information 
Syatama  Agency  haa  aatabllahad  a  Center  for  standards  and  la 
taking  the  lead  In  coordinating  and  supporting  the  Information 
technology  atandarda  requirements  of  the  Sarvlcea  and  Dafanae 
Agenclee. 

In  aummary,  the  OoD  hee  new  policy  and  procedure*  to 
Implement  Command,  Control,  Communicatlona,  Computers  and 
Intelligence  Intaropatablllty .  They  apply  to  all  Command, 
Control,  Communications,  Computers  and  Intelligence  ayatema  In 
the  OoD.  The  policy  and  procedures  are  being  Implemented  OoD- 
wlde.  The  policy  requires  that  all  Command,  Control, 
Communications,  Computers  and  Intelllcance  ayatema  be  certified 
for  Interoperability,  which  la  a  critical  characteristic 
considered  in  granting  system  production  approval. 


ability,  which  la  a  critical  characteristic 
granting  system  production  approval. 


The  detailed  OoD  comments  on  the  draft  report  findings  and 
racommendatlona  are  provided  In  the  enclosure.  The  Department 
appreciates  the  opportunity  to  comment  on  the  GAO  draft  report. 


Bmmett  Paige, 


Bneloaura 


PaseZB 
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The  OAO  found  th«t>  in  Addition,  the  ChAlraen  of  the  Joint 
Chiefs  of  Staff  recently  announced  a  new  initiative  called  ”€41 
for  the  Warrior,"  which  ia  a  concept  for  achlevlno  global  joint 
interoperability  for  coaaand,  control,  conaunicatlons, 
conputera,  and  Intelllgance.  The  OAO  concluded,  however,  that 
the  Initiative  facea  aeveral  obataclea— including  a  prolonged 
achedule  for  achieving  interoperability  that  (1)  extends  into 
the  next  century,  (2)  involves  unknown  coats,  and  (3)  relies  on 
unavailable  technology,  (pp.  2-4,  p.  9/GAO  Draft  Report) 

DOD  USTOMli  Partially  concur.  Although  the  DoD  ooncurs  with 
moat  of  the  finding,  the  DOD  disagrees  with  the  statement  that 
the  Military  Departments  and  the  Office  of  the  Joint  Chiefs  of 
Staff  did  not  carry  out  their  responsibilities  under  DOD 
Directive  4630. S.  Ongoing  interoperability  af forts  detsrminad 
that  DOD  Directive  4630. S  retired  change.  The  Military 
Departments  and  the  Office  of  the  Joint  Chiefs  of  Staff  should 
not  be  accused  of  not  following  the  Directive,  without  providing 
supporting  rationale,  it  should  also  be  recognitad  that  "C4X 
for  the  Warrior”  is  more  than  a  concept— it  provides  a  roadmap, 
locus,  and  unity  of  effort. 

riMOXWO  »I  pyO  Pocuments  Continue  to  Identify  Persist ina 
Interoperability  ProblamsT The  OAO  referenced  its  1987  report 
(OSD  Case  7291),  in  which  it  concluded  that,  although  the  DoD 
had  begun  a  number  of  initiatives  to  achieve  interoperability 
among  command,  control,  and  communications  systems— the  overall 
success  of  such  efforts  was  disappointing,  partially  because  of 
a  failure  to  develop  a  joint  tactical  command,  control,  and 
communications  architecture.  The  GAO  pointed  out  that  the 
equivalent  of  such  an  architecture  had  been  a  requirement  for 
20  years,  but  there  was  no  general  agreement  within  the  DoD  on 
what  the  architecture  should  Include.  In  thst  previous  report 
the  GAO  slso  concluded  that  it  could  be  years  before  the 
architecture  was  completed — and  that  past  experience  provided 
little  assurance  it  would  ever  be  effectively  Implemented.  In 
the  1987  report  the  GAO  recommended  that  (1)  the  Service 
Secretaries  certify  as  to  the  Interoperability  of  comnuind, 
control,  and  communications  equipment  belna  acquired,  or  seek 
waivers  if  the  equipment  will  not  provide  interoperability,  and 
(2)  the  Services  be  allowed  to  seek  funding  only  for  items  that 
will  provide  interoperability  or  for  which  a  waiver  was 
approved . 

The  GAO  noted  that  the  DoD  concurred  with  the  GAO  1987 
rsoommendatlons,  but  expressed  caution  regarding  the  achievement 
of  interoperability  and  Indicated  that  (1)  there  would  be  some 
Interoperability  problems  as  long  as  new  and  old  systems 
coexist,  (2)  fiscal  constraints  conspire  against  interoper¬ 
ability,  even  when  the  Services  unanimously  agree  on  common 
equipment,  and  (3)  fielding  equipment  to  general  purpose  forces 
that  are  simultaneously  committed  to  the  plans  of  up  to  six 
unified  and  specified  commands  adds  another  difficult  dimension. 
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Nowon  pp.  12-15. 


The  CAO  found  chat,  nine*  ita  1987  report,  several  DoD  docunents 
have  identified  interoMrebilitv  problene,  including  (1)  the 
joint  tactical  conmand,  control  and  conmunlcations  architec¬ 
ture,  (2)  two  reporte  sponsored  by  the  Joint  Staff,  and  (3)  the 
report  on  the  Persian  Oulf  War.  Ths  CAP  observed,  for  exaople, 
that  in  the  Joint  Tactical  Consaand,  Control,  and  Connunicatlons 
Arehiteeture,  one  of  the  ayaten  problems  involved  the  lack  of  a 
formal  statement  of  requiremants,  or  a  provision  made,  for 
automated  commend,  control,  and  communications  support  at  joint 
task  force  headmarters,  which  was  considsred  to  be  essential. 
The  OAO  also  indicated  that  another  system  problem  involved  the 
lack  of  joint  conununicetiona  network  management  capability  to 
support  a  joint  task  force  during  land  combat  operations  to 
ansura  more  effective  use  of  cosnunicatior.  assets.  The  OAO 
found  that,  while  various  automated  network  manaaement  efforts 
responsive  to  intra-service  requirements  were  underway,  they 
were  uncoordinated  and  not  keyed  to  the  sianagemsnt  of  joint 
networks.  Tn  addition,  the  GAO  observed  (1)  that  ths  lack  of 
digital  communications  for  joint  information  exchange  needs 
during  fire  support  operations  was  citsd  as  a  system  problem, 
and  (2)  that  voice  communications  was  not  considsred  to  be 
responsive  to  operational  needs. 

The  OAO  also  concluded  that  one  of  the  operational  problems 
involved  the  fact  that  too  much  time  was  needed  to  prepart  and 
disseminate  tasking  orders  for  joint  air  operations.  The  OAO 
pointed  out  that  requests  for  some  types  of  air  missions  were 
viewed  es  having  to  be  made  unrealistleally  early.  (The  OAO 
indicated  that  during  the  Persian  Gulf  War,  ths  air  tasking 
order  trenemission  process  was  slow  and  oumbarsome—perticularly 
in  the  Navy,  due  to  the  lack  of  necessary  communications  on 
aircraft  carriers  to  permit  on-line  integration  with  the  Air 
Pores  computer-aided  force  managsswnt  system.)  The  OAO  further 
concluded  that  another  operational  problem  Involved  no  joint 
command,  control,  and  communications  interfaces  end  operating 
procedures  allowing  adjacent  Army  and  Narine  forces  to 
coordinate  the  joint  use  of  airspace  below  the  coordinating 
altitude  in  a  timely  manner  by  rotary  wing  aircraft,  (pp.  11- 
13/GAO  Draft  Report) 

im|m0W88i  Partially  concur.  The  documents  cited  do  point 
out  interoMrabillty  problems,  but  do  not  reflect  the  current 
efforts  being  taken  to  improve  interoperability.  The  Technical 
Architecture  Framework  for  Information  Hanageaient  is  being 
developed  to  provide  guidance  on  architectures.  Also,  actions 
are  being  taken  to  provide  an  automated  network  management 
capability  for  joint  task  force  use  and  rasolvs  air  tasking 
order  problems.  The  Services  are  developing  or  Implementing  new 
concepts  which  incorporate  the  vision  and  concepts  of  ComsMnd, 
Control,  Communications,  Computers  and  Intelligence  tor  the 
Warrior.  Ths  Military  Comnunicatlons-llectronics  Board  and  the 
Joint  Interoperability  and  Bnginesrlng  Organisation  have  been 
restructured  to  store  effectively  deal  with  interoperability 
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See  comment  2. 


Nowon  pp,  15-17. 


Itauee.  The  joint  Staff  (J6)  has  eatabllahed  an  Architecture 
and  Integration  Council  to  review  and  harmonite  the  architeeture 
efforta  of  the  Servicaa  and  Defenat  Aeaneiea. 


Cited  Probiaaa.  The  CAP  found  that,  in  a  1991  rac 
by  a  panel  foraed  by  the  Chairman  of  the  Joint  Chi 


Mporta  Alao 
■port  prepared 
hlefa  of  Staff> 
interoperability  waa  a  major  topic  in  a  review  of  the  DoD 
command  and  control  functlona  and  procaaaaa.  The  OAO  indicated 
that  the  report  diacuaaed  aeveral  aapecta  of  'tachnical* 
interoperability  by  atatinq  the  followinqi 


-  the  OoO  needa  to  atrenqthan  ita  emphaaia  on  acquialtlon  of 
interoperable  command  and  control  ayatema  by  the  Sarvioea; 

-  reliance  on  an  ad  hoc  aaaembly  of  Sarvlca-unique  command 
and  control  ayateoto  muat  ba  reduced) 

>  service-developed  information  exchange  atandarda  may  not  ba 
well  implemented  acroaa  Service  boundarlea:  and 

-  in  aome  caaea,  the  Military  Servicaa  do  not  raoognlte  a 
requirement  to  uae  Sarvlce-uniqua  eapabllitiea  in  Joint 
operatlona  and>  therefore,  do  not  recogniae  a  need  or  Joint 
interface  atandarda. 


The  OAO  alao  obaerved  the  Joint  Staff  taak  force  report 
indioated  there  were  other  elementa  of  interoperability  that 
ware  not  eyatem-oriented-elemente  that  were  even  more  difficult 
to  aohiavo  than  technical  interoperability,  auch  aa  aubatantial 
variationa  exiating  within  the  Servicaa  regarding  prooedurea, 
tactics,  and  rules  governing  actions  (operational  inter¬ 
operability)  that  were  coneldered  to  be  at  least  at  important  aa 
the  technical  (system  interoperability)  factors. 

The  OAO  also  found  that,  in  ita  1992  report  to  the  Congreas  on 
the  Pecaian  Oulf  Mac,  the  ooD  described  the  challenge  of 
eatabllahing  a  coherent,  interoperable  network  conalstlng  of 
three  generations  of  tactical  communication  systems.  The  GAO 
observed  that  the  report  indicated  one  of  several  shortcomings 
during  the  war  inoluded  the  need  to  construct  a  comprehensive 
command,  control,  and  cotnraunicatlona  interoperability  plan 
between  the  Servicaa  and  other  Defenee  agencies  with  many  work¬ 
arounds  in  both  hardware  and  software.  The  OAO  further  observed 
that  the  report  to  the  Congress  also  Indicated  that,  in 
addition,  there  waa  a  need  for  a  comprehensive  JoMt  archi- 
teotura  from  which  supporting  communicationa  architeoturss  could 
be  built  and  interoperability  issues  could  be  reaolved.  (pp. 
13-14/aAO  Draft  Report) 

POP  RRSPOmSBi  Concur.  The  DoD  has  taken  action  to  strengthen 
its  amphasls  on  acquisition  of  interoperable  command,  control, 
communications,  computer  and  intelligence  systems  by  the 
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Nowonpp,  18-19. 


Servlcea.  Current  DoD  policy  etatoe  that  all  command*  control* 
communicationa,  computet  and  lntelli9ance  ayatema  arc  considered 
to  be  Cor  joint  use.  BCforte  to  standardise  data  among  the 
Services  has  been  accelerated.  The  DoD  will  adopt  a  standard 
command,  control,  communications,  computer  and  Intelligence  data 
element  model  for  use  by  all  DoD  components  during  September 
1993.  The  Department  la  also  Identifying  legacy  command, 
control,  communications,  computer  and  Intelligence  systems  which 
should  be  retained  and  considered  for  joint  use. 


rgPtW  D«  AchlevJna  the  IntetODerabilltv  Inltlatlye  will  Be  A 
Prolonged Proeeae. The  GAO  reported  that,  in  June  1992,  the 
Chairman  of  the  Joint  Chiefs  of  Staff  stated  that  command, 
control,  communications,  computers,  and  Intelligence  Initiatives 
by  the  Services  were  not  unified  because  no  common  global  vision 
existed  to  guide  the  future  direction  in  support  of  the  warrior 
during  joint  and  combined  operations.  The  GAO  concluded  that, 
therefore,  that  the  command,  control,  communications,  computers, 
and  intelligence  for  the  warrior  is  Intended  to  (1)  address 
joint  force  Interoperability  Issues  and  (2)  provide  a  means  for 
unifying  the  many  heterogeneous  Service  programs  currently  being 
uraued.  The  GAO  concluded  that,  despite  those  goals,  the  new 
nitiatlve  faces  a  prolonged  process  for  achievement,  and 
success  will  be  highly  dependent  on  (1)  a  comprehensive. 
Integrated,  end  useful  joint  arehlteoturs  that  has  yet  to  be 
developed  and  (2)  effective  interoperability  enforcement. 


?: 


The  GAO  reported  that  the  tentative  initiative  schedule  consists 
of  an  evolutionary  effort  in  three  concurrent  phases—i.s. , 
qulck-flx,  midterm,  and  objective  phases.  The  GAO  Indicated 
that  the  first  phase  extends  through  the  ensuing  9  years  and 
Includes  the  development  of  translation  devices  and  Information 
standards  or  existing  systems.  The  GAO  further  reported  that 
the  second  phase  Is  to  run  concurrently  with  the  quick-fix 
phase,  but  includes  the  next  10  yesrs-extsndlng  Into  the  next 
century— during  which  (1)  a  common  network  operating  environment 
Is  contemplated,  (2)  Interoperability  and  jolntness  are  to 
beoooM  the  primacy  drivers  and  design  features  for  all  new 
command,  control,  communications,  computers,  and  Intelligence 
requirements,  and  (3)  a  transition  from  military-unique  to 
commercial  standards  and  systems  Is  expected  whenever  feasible. 
The  GAO  also  reported  that  the  final  (objective)  phase  Is  to  run 
concurrently  with  the  quiok-fix  and  mid-term  phases,  but  is  to 
extend  beyond  the  mid-term  phass  into  the  next  century — and  is 
vary  dependent  on  advanced  technology,  (pp.  15-16/OAO  Draft 
Report) 

DOD  BISPOWSBi  Concur.  However,  the  GAO  statements  regarding 
the  Importance  of  interoperability  and  jointness  are  misleading. 
As  opposed  to  "becoming"  primary  drivers  for  command,  control, 
communications,  computer  and  intelligance  requirements. 
Interoperability  and  jolntncss  are  already  In  the  forefront.  As 
reflected  in  the  DOD  National  Military  Strategy  and  Joint 
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See  comment  3. 


Now  on  pp.  19-20. 


See  comment  4, 


Publication  1»  jointneao  ia  no  longer  an  after  thought, 
rather  a  point  of  departure. 


but 


MHPHW-gi  Afrt>tfcyTtvst,Ft«i1ni  W.M.PfTftwrtt 

The  OAO  reported  that  the  OoD  had  difficulty  developing  Ita 
joint  tactical  comand,  control,  and  coamunlcatlona  archi¬ 
tecture,  which  waa  flrat  required  In  the  ald-19t0a  and  waa 
eventually  publlahed  fron  1988  through  1993.  The  CAO  pointed 
out  that  several  DoO  representatives  expressed  dissatisfaction 
with  the  architecture.  The  GAO  also  reported  that,  according  to 
those  DoO  representatives,  the  architecture  ia  Inadequate  for 
planning  purposes,  too  abstract,  and  out  of  date,  and  It  lacked 
detail,  relevance,  usefulness,  or  an  operational  perspective. 

The  OAO  alao  noted  that  other  DoD  officials  Indicated  the  Joint 
Interoperability  and  Snglneering  organisation — the  current 
organisation  responsible  for  the  architecture— lacked  the 
authority  to  enforce  compliance  with  Interoperability  standards 
because  It  (1)  was  not  part  of  the  budget  process,  (2)  did  not 
have  a  clearly  defined  role,  (3)  did  not  help  users,  (4)  did  not 
plan  to  update  the  architecture,  and  (5)  had  produced  producta 
that  lacked  specificity,  tlnellnass,  accuracy,  and  quality. 

The  OAO  concluded  that,  despite  the  negative  cosuaents,  some 
type  of  architecture  is  necessary  to  establish  the  logical  link 
between  operational  requirements  and  system  development  and  to 
guide  the  DoD  components  toward  a  common  end.  The  OAO  observed 
that  the  Defense  information  System  Agency  established  a  joint 
program  Integration  office  In  1993  to  develop  an  ioplemontation 
plan,  which  Is  scheduled  to  be  completed  In  1994.  The  GAO 
further  concluded,  however,  that  developing  a  new  joint  command, 
control,  communications,  computers  and  intelligence  architecture 
la  likely  to  be  a  formidable  task — requiring  continuous 
management  attention,  (pp.  1C-17/0A0  Draft  Report) 

DOO  RBSPOMSSi  Concur.  The  DoD  concurs  with  the  finding,  but 
dlsaarees  with  the  statement  indicating  the  Joint  Interoper¬ 
ability  and  Engineering  Organisation  ought  to  be  able  to  enforce 
compliance.  Enforcement  should  remain  an  Office  of  the 
Secretary  of  Defense  and  Office  of  the  Joint  Chiefs  of  Staff 
responsibility. 


u  in  its 


riynw  rt  Effective  tefotcement  Is  A  Critical  Issue. 

1987  report  (OSD  Case  7291),  the  OAO  had  concluded  that  there 
was  an  absence  of  an  effective  central  enforcement  authority  to 
make  the  necessary  interoperability  decisions.  The  OAO  based 
that  conclusion  on  findings  from  a  number  of  earlier  studies, 
which  suggested  the  need  for  clearer  mechanisms  to  resolve 
conflicting  Service  demands.  In  Its  response  to  the  1987 
report,  the  DoD  indicated  that  (1)  the  establishment  of  the 
Joint  Agency  in  1984  to  ensure  Interoperability  provided  the  DoD 
with  a  much  needed  neutral  expert  on  interoperability  issues, 

(3)  the  publication  of  the  198S  OoD  Directive  4630. S  and  a 
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Nowon  pp.  20-21. 


corresponding  X9S6  Joint  Chiefs  of  Staff  Mea»randun  of  Policy 
160  created  nechanisns  for  institutionalieing  the  approach  to 
interoperability,  and  (1)  the  appointment  of  an  Assistant 
Secretary  of  Defense  for  Coaaaand,  Control,  Coauunications  and 
Intelligence  (with  a  very  broad  and  comprehensive  charter)  had 
given  the  interoperability  program  a  viable  means  of 
enforcement. 

The  GAO  concluded,  however,  that  despite  the  official  DoD 
response  in  1987,  recent  Department  of  Defense  documents  show  a 
continuing  concern  about  interoperability  enforcement.  For 
example,  the  GAO  observed  that  the  1991  report  by  the  Chairman's 
panel  stated  that  the  mechanisms  for  specifying  and  enforcing 
interoperability  needed  to  be  strengthened.  The  OAO  further 
observed  the  report  concluded  that  (1)  the  planning  and 
acquisition  approach  for  comamnd  and  control  was  not  oriented 
toward  building  a  consolidated  joint  capability  and  (2)  central¬ 
ised  planning  and  management  oversight  was  needed  from  the 
initial  stages  where  systems  are  tested,  evaluated,  and  deployed 
to  the  component  forces.  In  addition,  the  CAO  pointed  out  that 
a  common  concern  voiced  in  the  1992  Joint  Staff  tiger  team 
report  was  how  enforcement  would  work,  and  that  the  team 
recotasendations  included  (1)  clearly  identifying  who  is 
responsible  for  interoperability  and  who  can  enforce  compliance 
with  no  waivers,  and  (2)  designating  a  joint  program  management 
office  to  become  an  acquisition  arm  for  the  concept,  (pp.  17- 
18/CAO  Draft  Aeport) 

non  maxpopgit  Concur.  The  DoD  has  implemented  procedures  to 
review  interoperability  requirements  and  conduct  an  interoper¬ 
ability  assessment  on  all  Mission  Naed  Statements  and 
Operational  Requirements  Documents  for  all  command,  control, 
cosnunications,  computer  and  intelligence  systems.  The  DoD 
policy  now  requires  that  all  new  or  swdified  command,  control, 
communications,  co^uter  and  intelligence  systems  be  certified 
for  interoperability  prior  to  production. 


yiUPIMg  Gt  Administrative  Chances  Hmve  Been  Wade,  But  wore 
— hasimlUY  Be  Meed^.  The  GAO  reported  that  the  DoD  had 
racently  made  some  administrative  change  to  strengthen 
enforcement  of  command,  control,  communications,  computers,  and 
intelligence  Interoperability.  For  example,  the  OAO  noted  that 
the  DoD  reissued  its  1989  Directive  (4630.9)  in  1992,  which 
establishes  policy  for  compatibility,  interoperability,  and 
integration  of  command,  control,  communications,  and 
Intelligence  systems— and  Issued  s  new  DOD  Instruction  (4630.8) 
to  implement  the  policy.  In  addition,  the  OAO  observed  that  the 
corresponding  1986  Joint  Chiefs  of  Staff  Memorandum  of  policy 
160  is  being  revised— and  that  the  Joint  Interoperability  and 
■ngineerlng  Organisation  had  formed  a  joint  prooram  integration 
office  to  coordinate  various  efforts  under  the  initiative. 
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Now  on  pp.  21-22. 
See  comment  5. 


The  QAO  ooneludod  thot  th«  queetlon  renolne  whether  the  oited 
chongee  ere  eufflclent  or  whether  other  ectione  ace  needed  to 
better  ensure  auccese.  for  exanpls,  the  OAO  found  that, 
although  the  joint  program  integration  office  haa  the 
reaponaibility  to  coordinate,  it  la  not  a  management  office  with 
the  authority  to  direct.  The  CAP  alao  concluded  that  funding 
control  la  egually  important  to  directive  authority  for  joint 
programa.  The  OAO  indicated  that,  considering  that  part  of  the 
DoO  revised  policy  on  interoperability  (which  states  that  all 
Command,  Control,  Communications  and  Intelligence  systems 
developed  for  use  by  D.S.  forces  are  considered  to  be  for  joint 
use),  it  is  reasonable  to  expect  acquisition  funds  to  be  jointly 
controlled  to  strengthen  that  policy — possibly  through  Defense 
agency  accounts,  rather  than  Service  accounts.  However,  the  OAO 
concluded  that  acceptance  within  the  OoD  of  that  traditionally 
contentious  issue  relative  to  joint  programa  could  be  a  major 
obstacle  because  of  the  Military  Service  legal  budget  authority 
and  their  desire  to  make  their  own  spending  decisions,  (pp.  IS- 
19/CAO  Draft  Report) 

POP  RlSROIMBt  Partially  concur.  The  DoD  disagrees  that 
existing  changes  are  only  administrative.  The  changes  to  date 
have  been  in-depth  and  institutional  in  nature,  revising  both 
Mlicy  and  organixatlonal  structures.  In  addition,  as  msntloned 
in  the  POP  response  to  Finding  b,  the  Joint  Interoperability  and 
Engineering  Organisation  does  not  nesd  to  be  able  to  direct 
interoperability,  and  funding  control  changes  are  not  required. 


recoemended  in  his  February  1993  report  on  roles  and  missions 
that  the  0.8.  Atlantic  Command  assume  a  new  mission  as  a  joint 
headquarters  for  0.8.  based  forces.  The  CAC  indicated  that  the 
impetus  for  the  change  involved  the  revised  national  military 
strategy  that  included  the  decline  in  a  forward  presence  of 
forces  overseas,  and  the  increased  importance  that  O.S.  forces 
be  trained  to  operate  jointly  as  a  way  of  life.  The  OAO  also 
Indicated  that  the  new  Atlantic  Command  mission  will  provide  a 
means  for  the  PoD  to  strengthen  command,  control,  communi¬ 
cations,  computers,  and  Intelligence  Interoperability.  The  GAO 
concluded  that,  because  in  future  conflicts  or  crisis,  joint 
forces  may  have  to  be  deployed  promptly  and  precisely  from  the 
United  8tates  with  little  preparation  time,  effective 
Interoperability  will  nesd  to  be  in  place. 

The  OAO  also  observed  that,  in  a  DoO  March  1993  report  to 
congresaional  oomlttees  on  the  progress  of  the  initiative,  the 
Chairman  indicated  great  strides  have  bean  made  in  the 
Interoperability  arena  as  the  Services  are  thinking  "joint," 
rather  than  8ervice-unlque,  requirements.  The  OAO  pointed  out, 
however,  that  the  Chairman  also  indicated  there  is  still  along 
way  to  go,  requiring  emphasis  in  two  different  areas — (1)  con¬ 
tinuing  several  ongoing  actions  to  achieve  interoperability  now 
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Now  on  pp.  22-23. 


See  comment  6. 


Now  on  p.  5. 


Now  on  p.  5. 


end  (2)  eddreeslnf  ereee  fundenentel  to  inetitutioneliilng  the 
concept.  The  GAO  concluded  thet  the  Atlentlc  Coogund  could  teke 
the  leed  in  (1)  eetebllehlng  end/or  reviewing  joint  conewnd, 
controli  cofflBunicetionit  conputere,  end  intelligence 
regulrenente«  (2)  developing  end  melnteining  the  needed  joint 
erchitecture,  end  (3)  ensuring  continuous  interoperebility 
eesessstents  through  joint  treining  exercises,  (pp.  19-20/CAO 
Dr eft  Report) 

Pertielly  concur.  The  DoD  disegrees  with  using 
the  Atlentlc  Coaaend  for  ell  joint  coamend,  control, 
coamunlcetions.  c^puters  end  intelligence  requirements  end 
erohiteetures.  Moving  the  responsibility  to  the  Atlentic 
Commend  will  not  solve  the  problem}  in  feet,  it  mey  compound  the 
problem  by  seperetlng  the  perticipeting  Service/Agenoy  steffs 
from  the  joint  plenning  personnel.  The  Atlentlc  Commend  should 
be  essigned  requirements  end  erchitecture  rasponslbllitles  on  e 
cese-by*cese  basis  consistent  with  established  roles,  missions, 
end  functions.  Identification  end  velidetlon  of  joint  require* 
ments  should  remain  the  responsibility  of  the  Joint  Staff. 

*  •  •  •  • 
taCOMNUDATlONS 


fOrwmw'ATIOil  It  The  GAO  recomMnded  thet  the  Secretary  of 
Defense  end  the  Chairmen  of  the  Joint  Chiefs  of  staff  teke 
additional  actions  to  ensure  guidelines  era  established, 
including  time-driven  goals,  for  the  development  of  a  joint 
command,  control,  communications,  computers,  and  intelligence 
erchitecture.  (pp.  $-6/GAO  Draft  Report) 

POP.  w?rpMi«  Concur.  Architecture  guidelines  ere  being 
eetaDlisnedT  The  Department  is  in  the  procese  of  developing  the 
Technical  Architecture  Framework  for  Information  Management. 

Thet  architecture  establishes  the  guidslinss  recommended  by  the 
GAO.  estimated  completion  is  during  January  1994.  The 
Department  is  also  in  the  process  of  developing  a  top  level 
migration  and  Implementation  plan  to  integrate  and  hatmonixe  the 
Services  enterprise  architectures.  Estimated  completion  of  that 
top  level  effort  is  during  3nd  quarter  of  fiscal  year  1994.  The 
Department  also  has  other  efforts  ongoing  and  planned  to  further 
refine  technical  and  functional  architectursa  within  the  DoD. 


FiP9ftBHW>Tt?Tt  recommended  that  the  secretary  of 

Defense  an^  tne  Chairman  of  the  Joint  Chiefs  of  Staff  take 
additional  actions  to  ensure  that  effective  command,  control, 
communications,  computer,  and  Intellloence  interoperability 
enforcement  mechanisms  are  established — such  as  a  joint  program 
management  office  and  Defense  agency  funding  controls,  (pp.  5* 
6/OAO  Draft  Report) 
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See  comment  7. 


Now  on  p,  5. 


See  comment  6. 


POP  aiSPOWSlt  Partially  concur.  Additional  action  nay  be 
required  to  anaura  affective  comnand*  control,  conmunlcatlona, 
conputara  and  Intalllqanca  interoperability  enforcement. 

However,  planned  and  recently  implemented  policy,  procedural, 
and  orqanitational  chanqes  need  time  to  take  affect.  The 
Department  will  continually  be  aaseasing  the  policy  and 
procedures  and  making  changes  when  necessary.  In  addition, 
establishment  of  joint  program  management  offices  for  various 
programs  is  unnecessary  and  adds  additional  layers  of  management 
with  little  return  in  solving  interoperability  problems.  It  is 
the  OoO  position  chat  current  funding  controls  are  adequate. 
Funding  control,  with  oversight  by  the  Office  of  the  Secretary 
of  Defense,  is  best  left  with  the  Services  and  Agencies 
currently  responsible  for  equipping  and  training  the  forces  to 
support  the  various  Combatant  Commands. 


.  ElOMIBHDATIOM  It  The  GAO  recommended  that  the  Secretary  of 
Derense  and  the  Chairman  of  the  Joint  Chiefs  of  Staff  take 
additional  actions  to  inscitutionallie  command,  control, 
communicaclons,  computers,  and  Intelligence  interoperability-*' 
such  as  delegating  the  necessary  authority  and  assigning  the 
necessary  responsibility  to  the  U.  S.  Atlantic  conanand,  so  that 
it  can  take  the  lead  in  (1)  establishing  and/or  reviewing  all 
joint  requirements,  (3)  developing  and  maintaining  the  needed 
joint  architecture,  and  (3)  ensuring  continuous  interoperability 
assessments  through  joint  training  exercises,  (pp.  S-6/GA0 
Draft  Report) 

POD  Risrowsii  Partially  concur.  Additional  action  may  bo 
required  to  institutionalise  command,  control,  communications, 
computers  and  intelligence  interoperability.  However,  planned 
and  recently  implemented  policy,  procedural,  and  organisational 
changes  need  time  to  take  effect.  In  addition,  as  mentioned  in 
the  DOD  response  to  Finding  H,  the  Department  disagrees  with 
using  the  Atlantic  Command  for  all  command,  control, 
communications,  computers  and  intelligence  requirements  and 
architectures.  The  responsibility  for  reviewing  and  validating 
joint  requirements  and  joint  architecture  currently  rests  with 
the  Joint  Staff.  The  Defense  Information  Systems  Agency  has 
been  assigned  responsibility  to  develop  and  maintain  joint 
architectures  for  command,  control,  communications,  and  computer 
information  systems.  Current  assignment  of  responsibility  for 
requirements  and  architectures  is  adequate.  Transferring  those 
responsibilities  to  the  Atlantic  Command  would  not  solve  the 
problem.  It  would  only  shift  the  responsibility  for  solving  the 
problems  and  result  in  further  delays  while  the  organizational 
structure  is  developed  and  resources  are  identified  to  work  on 
the  associated  tasks  and  issues.  The  Atlantic  Command  should  be 
assigned  requirements  and  architecture  responsibilities  on  a 
case-by-case  basis  consistent  with  established  roles,  missions, 
and  functions. 
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The  following  are  gao’s  comments  on  the  Department  of  Defense  letter 
dated  September  2, 1993. 

1.  The  statement  referred  to  is  the  1967  version  of  the  directive  before  it 
was  revised  in  1986,  not  the  1986  directive  before  it  was  revised  in  1992. 
The  supportiitg  rationale  for  the  statement  is  that  (1)  the  OfiQce  of  the 
Joint  Chiefs  of  Staff  did  not  establish  Joint  retpiirements  or  specify  which 
systems  had  to  interoperate  and  did  not  develop  an  overall  cs  architecture 
and  (2)  the  military  departments  continued  to  develop  their  own 
noncompatible  communications  equipment,  dod  concurred  with  the 
finding  in  its  response  to  our  1987  report  (GAO/NsiADa7.i24,  Apr.  27, 1987). 

2.  We  acknowledge  that  the  documents  cited  do  not  reflect  current  efforts 
DOD  is  taking  to  improve  interoperability.  The  purpose  of  citirtg  the 
documents  was  to  establish  credible  examples  of  Interoperability 
problems  known  to  dod. 

3.  We  modified  the  statement  in  our  report  to  be  consistent  with  the 
Chairman  of  the  Joint  Chiefs  of  Staffs  March  1993  progress  report  to 
congressional  coirunittees  on  C4i  for  the  Warrior,  The  Chairman’s  report 
stated  that  in  the  mid-term  phase,  interoperability  and  jointness  become 
the  primary  drivers  and  design  features  for  all  new  C4i  requirements.  We 
nevertheless  acknowledge  the  special  emphasis  dod  is  now  placing  on 
Interoperability  and  Jointness. 

4.  The  statement  regarding  the  lack  of  authority  to  enforce  compliance, 
which  was  obtained  from  dod  representatives,  was  not  intended  to  imply 
that  the  Joint  Interoperability  and  Engineering  Organization  should  be  able 
to  enforce  compliance.  Instead,  it  was  merely  a  statement  of  fact  that  the 
Organization  h^  no  such  authority,  and  that  it  and  its  predecessor 
organization  were  responsible  only  for  developing  and  maintaining  the 
architecture.  We  agree  that  such  enforcement  should  remain  an  Office  of 
the  Secretary  of  Defense  and  Office  of  the  Joint  Chiefs  of  Staff 
responsibility. 

6.  We  deleted  the  word  “adminlstradve”  to  better  recognize  dod’s  efforts 
toward  making  institutional  changes. 

6.  We  agree  with  dod  that  all  C4i  reqviirements  and  architecture 
responsibilities  should  not  be  moved  to  the  U.S.  Atlantic  Command.  We 
recognize  that  under  dod  Instruction  4630.8,  the  Chairman  of  the  Joint 
Chiefs  of  Staff  is  responsible  for  reviewing  C3i  requirements  for  adherence 
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to  interoperabillt^r  policy  and  for  validating  the  requirements.  We  also 
recogrdze  that  conunanders  of  the  unified  and  specified  combatant 
commands  are  responsible  for  reviewing  C3i  requirements  submitted  by 
other  commands  and  assessing  their  potential  impact  on  Joint  task  force 
operations. 

However,  in  view  of  the  U.S.  Atlantic  Command’s  new  mission,  we  believe 
that  assigning  the  Command  primary  responsibility  for  assessing  C4i 
requirements  submitted  by  o^er  commands  for  their  potential  effect  on 
joint  task  force  operations  would  be  consistent  with  (1)  the  Command's 
added  responsibilities  for  joint  trailing,  force  packagii\g,  and  facilitating 
deployments  of  continental  U.S.-based  forces  during  crises  and  (2)  the 
Chairman’s  views  that  overseas  commands  could  focus  more  on  in-theater 
operations  and  less  on  deployment  and  readiness  concerns.  Final 
requirements  review  and  validation  should  still  rest  with  the  Joint  Staff. 

We  have  clarified  the  report  to  reflect  this  position. 

Regarding  a  joint  C4i  architecture,  we  recognize  that  the  Defense 
Information  Systems  Agency  is  responsible  for  developing  and  maintaining 
such  an  architecture.  However,  the  U.S.  Atlantic  Command’s  new  mission 
also  supports  an  added  responsibility  to  provide  guidance  and  assess  the 
adequacy  of  the  architecture.  The  basic  tasks  could  include  describing  a 
joint  task  force  organizational  structure,  defining  command  relationships 
(who  talks  to  whom),  and  identifying  information  requirements  (what 
information  is  exch^ed).  Considering  (1)  dod’s  difficulty,  from  1967  to 
1987,  in  developing  an  architecture,  (2)  ix)d’s  acknowledgement  that  no 
specific  guidance  was  provided  in  the  mid-1980s  for  developing  the  joint 
tactical  C3  architecture,  and  (3)  the  general  user  dissatisfaction  with  the 
architecture  once  it  was  developed,  a  new  approach  and  more  coordinated 
effort  in  developing  a  C4i  architecture  in  support  of  joint  militaiy 
operations  seem  appropriate.  We  believe  the  U.S.  Atlantic  Command  could 
provide  a  strengthened  role  in  this  area  and  have  clarified  our  report 
accordirxgly. 

7.  DOD  is  relying  on  its  newly  implemented  policy  and  procedures  to  better 
ensure  C4i  interoperability,  stating  that  such  changes  need  time  to  take 
effect.  We  agree  that  additional  time  is  needed  to  measure  the 
effectiveness  of  this  new  guidance.  However,  we  must  note  that  effective 
enforcement  was  also  a  subject  of  our  1987  report.  In  response  to  that 
report,  dod  stated  in  1987  that  the  (1)  establishment  of  an  agency— the 
Joint  Tactical  Command,  Control,  and  Communications 
Agency — chartered  to  ensure  interoperability  provided  dod  with  a  much 
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needed  neutral  expert  on  interoperability  issues  and  (2)  appointment  of  an 
assistant  secretary  of  defense  for  command,  control,  communications,  and 
intelligence  with  a  very  broad  and  comprehensive  charter  had  given  the 
interoperability  program  a  viable  means  of  enforcement  However,  as 
found  in  our  cunent  report,  dod  documents  in  1991  and  1992  expressed 
the  need  to  strengthen  interoperability  enforcement  To  be  effective,  we 
believe  that  additional  enforcement  mechanisms  such  as  a  Joint  program 
management  office  with  directive  authority  and  funding  controls  are  still 
needed. 


(8Mi9«) 
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